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LQWUR%/LQGR
&RQQHWWHQGR�LO�QRVWUR�VLVWHPD�DOOD�UHWH��OR�HVSRQLDPR�DG�XQD�VHULH�GL�SRWHQ]LDOL�DWWDFFKL�LQIRUPDWLFL�� FKH� YDQQR� GDOOD� VHPSOLFH� LQVWDOOD]LRQH� GL� XQD� EDFN�GRRU� DO� IXUWR� GL� GDWL�LPSRUWDQWL�SHU�OD�QRVWUD�D]LHQGD�RG�DOWUL�'R6�FKH�SRVVRQR�UHFDUFL�XQ�GDQQR��HFRQRPLFR�R�GL�LPPDJLQH�FKH�VLD���YHGL�JOL�DWWDFFKL�DO�'16�GHOOD�0LFUR�RIW�3HU�HYLWDUH�TXHVWL�DWWDFFKL�JHQHUDOPHQWH�VL�LQVWDOOD�XQ�ILUHZDOO��VRIWZDUH�R�KDUGZDUH��FKH�KD�LO�FRPSLWR�GL�ILOWUDUH�L�SDFFKHWWL�FKH�WUDQVLWDQR�DWWUDYHUVR�OD�QRVWUD�UHWH�GHFLGHQGR��LQ�EDVH�D�UHJROH�VWDELOLWH�GDO�6\V$GPLQ��TXDOL�GHEEDQR�SDVVDUH�R�PHQR�8QD�YROWD�LQVWDOODWR�H�FRQILJXUDWR�LO�ILUHZDOO�VLDPR�SURQWL�D�UHVLVWHUH�D�GHWHUPLQDWL�WLSL�GL�DWWDFFR��HVFOXGHQGR�JOL�H[SORLWV�HG�DOWUL�DWWDFFKL�SL���VXEGROL��PD�QRQ�VDSUHPR�PDL�FKL�H�TXDQGR� KD� WHQWDWR� GL� DWWDFFDUH� LO� QRVWUR� VLVWHPD�� YD� TXLQGL� DJJLXQWR� XQ� ZUDSSHU�� LO�ORJJLQJ� SHU� L� VHUYL]L� PHVVL� D� GLVSRVL]LRQH� GHJOL� XWHQWL� HG� DOWUH� XWLOLW\�� WXWWH� FRVH� FKH�YHGUHPR�SL��DYDQWL�
���,QVWDOOD]LRQH�GL�XQD�OLQX[�ER[�
8Q
LQVWDOOD]LRQH�VROLGD�q�XQ�EXRQ�SXQWR�GL�SDUWHQ]D�SHU�TXDOVLDVL�VLVWHPD��VRSUDWWXWWR�SHU�TXHOOL�FRQQHVVL�DOOD�UHWH��3UHQGHUHPR�TXLQGL�LQ�HVDPH�OD�FUHD]LRQH�GL�XQD�OLQX[�ER[��EOLQGDWD�� D� SDUWLUH� GDOOD� VXD� LQVWDOOD]LRQH�� 1RQ� HQWUHUHPR� QHL� SDUWLFRODUL� GHOOH� YDULH�GLVWULEX]LRQL�SHU�UHQGHUH�TXHVWD�JXLGD�XWLOH�D�WXWWL�H�QRQ�VROR�DJOL�XWHQWL�0DQGUDNH��6XVH��'HELDQ� HWF���4XLQGL� QRQ� YHUUDQQR� GHVFULWWL� L� WRRO� GL� FRQILJXUD]LRQH� SDUWLFRODUL� FKH� XQD�GLVWULEX]LRQH�R�O
DOWUD�IRUQLVFH�SHU�IDFLOLWDUH�OD�FRQILJXUD]LRQH�VH�QRQ�QHOOH��DJJLXQWH��
����7LSRORJLD�GL�LQVWDOOD]LRQH�H�SDUWL]LRQDPHQWR�GHL�GLVFKL�
3ULPD� GL� WXWWR� GREELDPR� VFHJOLHUH� LO� WLSR� GL� LQVWDOOD]LRQH� FKH� YRJOLDPR� D� VHFRQGD�GHOO
XWLOL]]R� FKH� LQWHQGLDPR� IDUH� GHOOD� QRVWUD� OLQX[�ER[��RUPDL� OH� GLVWULEX]LRQL� SULQFLSDOL�SUHYHGRQR� O
LQVWDOOD]LRQH GL� JUXSSL� GL� SDFFKHWWL� FRPH��ZRUNVWDWLRQ�JUDILFD��ZRUNVWDWLRQ�FRQ�VWUXPHQWL�SHU�O
XIILFLR��VHUYHU�DOWUR��TXLQGL�VH�YRJOLDPR�XQD�PDFFKLQD�SHU�JLRFDUH�H�QDYLJDUH�LQ�LQWHUQHW�VDUj�PHJOLR�VFHJOLHUH�XQ�LQVWDOOD]LRQH�GL�WLSR�ZRUNVWDWLRQ�PHQWUH�VH�YRJOLDPR�LQVWDOODUH�XQ�VHUYHU�ZHE�RG�XQ�ILOH�VHUYHU�H�QRQ�YRJOLDPR�SHUGHUFL�QHO�GHFLGHUH�TXDOL�SDFFKHWWL�LQVWDOODUH��VFHJOLHUHPR�TXHOOD�GL�WLSR�VHUYHU�
6ROLWDPHQWH�OH�YDULH�GLVWULEX]LRQL�KDQQR�DQFKH�XQ�WLSR�GL�LQVWDOOD]LRQH�FXVWRP�H[SHUW�FKH�SHUPHWWH�GL�YDULDUH�D�SLDFLPHQWR�PROWL�SDUDPHWUL�FRPH�OD�GLPHQVLRQH�H�OD�WLSRORJLD�GHOOH�SDUWL]LRQL�� L� VHUYL]L� GD� FDULFDUH� DOOR� VWDUW�XS� GHOOD� PDFFKLQD� HG� L� YDUL� SDFFKHWWL� GD�LQVWDOODUH�
,Q� IDVH� GL� SDUWL]LRQDPHQWR� �XVDQGR�'LVN'UDNH�� GLVNGUXLG�� IGLVN�R�DOWUL� WRROV�� FUHHUHPR�SDUWL]LRQL�VHSDUDWH�SHU��YDU H��KRPH��XQ
HYHQWXDOH��DOWUD SHU�WHQHUFL�L�GDWL�SL��ULVHUYDWL��XQD� �EDFNXS SHU� L� ILOH�GL�FRQILJXUD]LRQH�HG�XQD��FKURRW SHU� �LQJDEELDUFL�� L�SURJUDPPL�FKURRWHG�
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6FHJOLHUHPR� TXLQGL� FRPH� WLSRORJLD� SHU� WXWWH� OH� SDUWL]LRQL� 5HLVHU)6 FKH� FL� PHWWH� D�GLVSRVL]LRQH� LO� ILOH�MRXUQDOLQJ� FKH� OLPLWHUj� LO� GRZQ�WLPH� LQ� FDVR� GL� ULDYYLR� IRU]DWR� GHOOD�QRVWUD�OLQX[�ER[��SHU��EDFNXS q�PHJOLR�FRQWLQXDUH�DG�XVDUH�H[W��6L� q� VFHOWR� GL� WHQHUH� VHSDUDWH� �YDU H� �KRPH GDOOD� URRW SHU� HYLWDUH� GL� FRLQYROJHUOD� LQ�VLWXD]LRQL�GL�RYHUILOOLQJ�H�FDXVDUH�TXLQGL�LO�EORFFR�GHO�VLVWHPD�
6H� LO� QRVWUR� VLVWHPD� q� GHVWLQDWR� D� VHUYLUH� GLYHUVL� XWHQWL� ULFRUGLDPRFL� GL� DVVHJQDUH� DG�RJQXQR�GL� ORUR�VROR�XQD�SRU]LRQH�EHQ�GHILQLWD�GL�VSD]LR�VXO�GLVFR��TXHVWR�SHU�LPSHGLUH�FKH�OD�FUHVFLWD�VPLVXUDWD�GL�XQ�XWHQWH�VDWXUL�OR�VSD]LR�GLVFR�QHFHVVDULR�DOOD�JHVWLRQH�GHO�VLVWHPD�VWHVVR��'RYUHPR�TXLQGL� ULFRUGDUFL�GL�DELOLWDUH� O
RS]LRQH�TXRWD SHU� OH�SDUWL]LRQL�GHVWLQDWH�DOOR�VSD]LR�XWHQWH�
����6FHOWD�GHL�SDFFKHWWL�H�GHL�VHUYL]L�
8QD�YROWD�SDUWL]LRQDWR�LO�QRVWUR�VLVWHPD�SURYYHGHUHPR�D�VFHJOLHUH�L�SDFFKHWWL�HG�L�VHUYL]L�GD� LQVWDOODUH�� WHQHQGR�SUHVHQWH�FKH��RJQL�FRVD�FKH�LQVWDOOLDPR�H�QRQ�XVLDPR�q� LQXWLOH��QRQFKp�SRWHQ]LDOH�IRQWH�GL�H[SORLW��RJQL�VHUYL]LR�FKH�DWWLYLDPR�H�QRQ�XVLDPR�q XQD�IRQWH�GL�JXDL�� LO�PDQFDWR�XWLOL]]R�SRUWD�DG�XQD�PLQRUH�DWWHQ]LRQH�QHL�FRQIURQWL�GHOOH�HYHQWXDOL�DQRPDOLH�FKH�VL�SRWUHEEHUR�YHULILFDUH�
4XLQGL� VH� QRQ� XVHUHPR� PDL� EOHQGHU�� [PPV� R� JOL� VFUHHQ�VDYHU� QRQ� LQVWDOOLDPROL�� LO�VLVWHPD�VDUj�SL��VQHOOR�H�SL��IDFLOH�GD�PRQLWRUDUH��VH�QRQ�XWLOL]]LDPR�WHOQHW�R�UVWDW�QRQ�PRQWLDPR� TXHVWL� VHUYL]L�� VWHVVD� FRVD� YDOH� �VRSUDWWXWWR�� SHU� L� WRRO� GL� DPPLQLVWUD]LRQH�UHPRWD�FRPH�ZHE�DGPLQ��6H�LO�VLVWHPD�FKH�VWLDPR� LQVWDOODQGR�q�GHVWLQDWR�D�GLYHQWDUH�XQ�URXWHU�ILUHZDOO�D�GLIHVD�GL XQD�ODQ�ULFRUGLDPRFL�FKH�OD�*8,�JUDILFD��L�YDUL�FRPSLODWRUL�HG�L�SOD\HU�PS��QRQ�VHUYRQR��FRVL�FRPH�QRQ�FL�VHUYRQR�DSDFKH�H�=HQG�
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���&RQILJXUD]LRQH
8QD� YROWD� WHUPLQDWD� OD� QRVWUD� LQVWDOOD]LRQH� GREELDPR� FRQILJXUDUH� �EOLQGDUH� LO� QRVWUR�VLVWHPD�� SHU� IDUH�TXHVWR�XVHUHPR�/LQX[FRQI� ��'UDN&RQI� ��<$67��6HWXS� FRQ� LO� TXDOH��WUDPLWH� L� YDUL� PHQ�� VHWWHUHPR� VHUYL]L� GD� DWWLYDUH�� SHUPHVVL� SHU� XWHQWL�JUXSSL� HG� DOWUR��'RYH�QRQ�VL�SXz�DUULYDUH�FRQ�L�WRROV�SURYYHGHUHPR�D�PDQR��
����OH�SDVVZRUG�
/
XWHQWH��SLSSR��FRQ SDVVZRUG��SLSSR��q��LQ�LWDOLD��TXHOOR�SL��JHWWRQDWR�SHU�L�WHVW��QRQFKq�LO�SULPR�GLJLWDWR�GDOOR�VSURYYHGXWR�FKH�VL�WURYD�GL�IURQWH�DOOD�ULFKLHVWD�GL�QRPH�XWHQWH�H�SDVVZRUG��(YLWLDPR�TXLQGL�GL�XVDUH��SLSSR��FRPH�SDVVZRUG�SHU�O
XWHQWH�URRW��FRVu�FRPH��URRW�� DGPLQ�� WHVW��PDQGUDNH�� UHGKDW�� VXVH�� MRVKXD� H� VLPLOL�� 3HU� FUHDUH� XQD� SDVVZRUG��VLFXUD�� R� GLIILFLOPHQWH� LQGLYLGXDELOH� DQFKH� XVDQGR� DOJRULWPL� GHO� WLSR� �EUXWH�IRUFH�� VL�GRYUHEEH� VFHJOLHUH� XQ� LQVLHPH� GL� DOPHQR� �� FDUDWWHUL� DOIDQXPHULFL� SRVWL� D� FDVR� HV����YR/7H��� �#6�1z��� L��S�V6(� ��0��)H7� �L#�%DE\�� 3HU� DYHUH� XQ� LQVLHPH� GHO�JHQHUH�IDFLOPHQWH�PHPRUL]]DELOH�XVDWH�OH�LQL]LDOL�GL�XQD�IUDVH�D�YRL�IDPLJOLDUH�HV���D���DQQL�KR�LQL]LDWR�D�SURJUDPPDUH�LQ�F���D��DKLDSLF/H�SDVVZRUG�GD�QRQ�XVDUH�VL�WURYDQR�QHJOL�HOHQFKL�XVDWL�GDL�SULQFLSDOL�SDVVZRUGBILQGHU��GDWHJOL�XQ
RFFKLDWD���
����SHUPHVVL�DG�XWHQWL���JUXSSL�
$OO
LQL]LR� GRYUHPR� FDQFHOODUH� JOL� XWHQWL� LQXWLOL� FKH� YHQJRQR� FUHDWL� GL� GHIDXOW� GXUDQWH�LQVWDOOD]LRQH�OHJDWL�DG�XQR�VSHFLILFR�VHUYL]LR�R�SURJUDPPD�FRPH�DQRQ\PRXV�H JRSKHU�>URRW�#�EDVWLRQ@��XVHUGHO�DGP>URRW�#�EDVWLRQ@��XVHUGHO�DQRQ\PRXV>URRW�#�EDVWLRQ@��XVHUGHO�OS>URRW�#�EDVWLRQ@��XVHUGHO�V\QF>URRW�#�EDVWLRQ@��XVHUGHO�VKXWGRZQ>URRW�#�EDVWLRQ@��XVHUGHO�KDOW>URRW�#�EDVWLRQ@��XVHUGHO�QHZV>URRW�#�EDVWLRQ@��XVHUGHO�XXFS>URRW�#�EDVWLRQ@��XVHUGHO�RSHUDWRU>URRW�#�EDVWLRQ@��XVHUGHO�JDPHV��VH�QRQ�VL�XVD�;�:LQGRZ��>URRW�#�EDVWLRQ@��XVHUGHO�JRSKHU
&DQFHOOLDPR�DQFKH�L�JUXSSL�FKH�QRQ�LQWHUHVVDQR�>URRW�#�EDVWLRQ@��JURXSGHO�DGP>URRW�#�EDVWLRQ@��JURXSGHO�OS>URRW�#�EDVWLRQ@��JURXSGHO�QHZV>URRW�#�EDVWLRQ@��JURXSGHO�GLS>URRW�#�EDVWLRQ@��JURXSGHO�VOLSXVHUV
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>URRW�#�EDVWLRQ@��JURXSGHO�SRSXVHUV �VH�QRQ�VL�KD�XQ�VHUYHU�SRS�>URRW�#�EDVWLRQ@��JURXSGHO�SSSXVHUV �VH�QRQ�VL�KDQQR�XWHQWL�FKH�XVDQR�SSS�>URRW�#�EDVWLRQ@��JURXSGHO�XXFS>URRW�#�EDVWLRQ@��JURXSGHO�JDPHV �VH�QRQ�VL�XVD�;�:LQGRZ��
5LFRUGLDPRFL� DQFKH� GL� WRJOLHUH� L� YDUL� XWHQWL�SDVVZRUG� �GL� SURYD�� FRPH� JXHVW�JXHVW��SLSSR�SLSSR��DGPLQ�DGPLQ�H�WHVW�WHVW��
����L�VHUYL]L�
6FHJOLHUHPR�RUD��WUD�L�VHUYL]L�GD�FDULFDUH�DOO¶DYYLR�GHO�VLVWHPD��VROR�TXHOOL�FKH�UHDOPHQWH�VHUYRQR� DO� QRVWUR� VLVWHPD�� XQ� EXRQ PRGR� GL� RSHUDUH� q� GLVDWWLYDUH� WXWWL� L� VHUYL]L�LQGLVWLQWDPHQWH�SHU�SRL�DQGDUH�DG�DWWLYDUOL�LQ�EDVH�DOOH�QRVWUH�HVLJHQ]H�4XL�VRWWR�VRQR�HOHQFDWL�EXRQD�SDUWH�GHL�VHUYL]L�FKH�QRQ�VHUYRQR�VH�QRQ�QHOOH�FRQGL]LRQL�GHVFULWWH� D� ILDQFR� �LQGLFDWL� FRQ� LO� QRPH� GHJOL� VFULSW� SHU� IDUOL� SDUWLUH� DO� ERRW�� TXHVWL� VL�WURYDQR�LQ��HWF�UF�G�UF��G�R��HWF�UF�G�UF��G�VH�VL�ID�LO�ERRW�LQ�PRGR�JUDILFR�9ROHQGR�IDUH�OH�YDULD]LRQL�D�PDQR�EDVWD�ULQRPLQDUH�LO� ILOH�LQWHUHVVDWR�FRQ�XQD�V �VWDUW��PLQXVFROD�DO�SRVWR�GHOOD�6 PDLXVFROD�H�TXHVWR�QRQ�YHUUj�SL��HVHJXLWR��SHU�WHUPLQDUH�LO�VHUYL]LR�VL�SRVVRQR�XVDUH�JOL�VFULSW�FRQ�OD�. �NLOO��DO�SRVWR�GHOOD�6�
Servizio descrizione
------------------------------|------------------------------------------------------------------------------------------------------------
S05apmd gestione alimentazione / batterie solo per portatili
S10xntpd distribuisce l'orario del nostro sistema in rete
S11portmap richiesto se si fanno girare servizi rpc come NIS o NFS
S15sound gestisce il sonoro della nostra linux-box
S15netfs client nfs, usato per montare filesystem da un server nfs
S20rstatd i servizi r forniscono informazioni sul sistema ad utenti

remoti, si consiglia quindi di disattivarli tutti
S20rusersd "
S20rwhod "
S20rwalld "
S20bootparamd client per sistemi diskless
S25squid proxy server
S34yppasswdd da attivare se la macchina è un server NIS, è uno tra i servizi

più vulnerabili con quello che segue
S35ypserv
S35dhcpd server dhcp
S40atd servizio at simile a cron ma non richiesto dal sistema
S45pcmcia demone per la gestione dei servizi pcmcia, solo per portatili
S50snmpd demone SNMP, utile ma può distribuite informazioni

preziose sul tuo sistema.
S55named server DNS, se lo usi vai su http://www.isc.org/bind.html per 

ottenere l'ultima versione, è un servizio molto bersagliato, va tenuto
costantemente aggiornato

S55routed RIP, se non sai cos'è non ti serve
S60lpd servizi di stampa, poco utile per un firewall-box
S60mars-nwe server Netware, servizi file e stampa
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S60nfs server NFS
S72amd demone AutoMount, usato per "montare" filesystem remoti
S75gated da usare se si ha intenzione di usare altri protocolli di routing

come OSPF
S80sendmail se si disabilita questo servizio si potranno mandare e-mail ma non

riceverle o farne il relay
S85httpd webserver Apache, da tenere costantemente aggiornato: 

dai un’occhiata su <http://www.apache.org>
S87ypbind se il sistema è un client NIS.
S90xfs server xfont ( se non si usa X non serve)
S95innd server per news
S99linuxconf usato per configurare la linux-box da remoto

����LO�ILOH��HWF�DOLDVHV
9D�HGLWDWR�FRPPHQWDQGR�WXWWL�JOL�DOLDV�WUDQQH�0$,/(5�'$(021��SRVWPDVWHUSRVWPDVWHU��URRWELQ��URRWGDHPRQ��URRWQRERG\��URRW�
����LO�ILOH��HWF�KRVW�FRQI
9D�HGLWDWR�H�VHWWDWR�FRVu��$JJLXQJHUH��KRVW�DOOD�ILQH�SHU�IDU�WRUQDUH�OD�ULFHUFD�GHJOL�KRVW�GDO�'16�LQ��HWF�KRVWV�RUGHU�ELQG�KRVWV�6H�DEELDPR�PDFFKLQH�FRQ�LQGLUL]]L�,SPXOWLSOL�PXOWL�RQ��3HU�FRQWUROODUH�O
,3�DGGUHVV�VSRRILQJ�QRVSRRI�RQ�
����LO�ILOH��HWF�H[SRUWV
6H� SURSULR� GREELDPR� FRQGLYLGH� TXDOFKH� GLUHFWRU\� WUDPLWH� 1)6�� LO� ILOH� �HWF�H[SRUWV� YD�VHWWDWR�QHO�PRGR�SLX
�UHVWULWWLYR�SRVVLELOH��QRQ�XVDQGR�ZLOGFDUG�H�VSHFLILFDQGR�TXDOL�KRVW�GRYUDQQR�DYHU�DFFHVVR�DOOH�GLUHFWRU\�HVSRUWDWH�
�GLUHFWRU\BGDBFRQGLYLGHUH�KRVW�GRPLQLR�LW�UR�URRWBVTXDVK�
GRYH� UR� VWD� SHU� UHDG�RQO\� H� URRWBVTXDVK� QRQ� SHUPHWWH� QHPPHQR� D� URRW� GL� VFULYHUYL��ODQFLD��XVU�VELQ�H[SRUWIV��D SHU�DWWXDUH�OH�PRGLILFKH��
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����LO�ILOH��HWF�ORJLQ�GHIV
&HUFDWH�OD�ULJD�3$66B0,1B/(1�H�PHWWHWH�XQ�YDORUH�VXSHULRUH�D���FKH�VROLWDPHQWH�q�LO�GHIDXOW�SHU�REEOLJDUH�JOL�HYHQWXDOL�XWHQWL�D�VFHJOLHUH�XQD�SDVVZRUG�OXQJD��
����LO�ILOH��HWF�OLOR�FRQI
6H�YRJOLDPR�DXPHQWDUH�OD�VLFXUH]]D�GHOOD�QRVWUD�PDFFKLQD�DJJLXQJHUHPR�LQ�OLOR�FRQI�UHVWULFWHGSDVVZRUG VLFFRPH�OD�SDVVZRUG�q�LQ�FKLDUR�GRYUj�HVVHUH�YLVWD�VROR�GD�URRW�TXLQGL�>URRW�#�EDVWLRQ@��FKPRG������HWF�OLOR�FRQISHU�DWWXDUH�OH�PRGLILFKH�H�YHGHUH�L�PHVVDJJL�GL�ULWRUQR�LQ�PDQLHUD�HVDXVWLYD�>URRW�#�EDVWLRQ@��OLOR��YH�SHU�PDJJLRU�SDUDQRLD�UHQGHUHPR�DQFKH�OLOR�FRQI�LPPXWDELOH�>URRW�#�EDVWLRQ@��FKDWWU��L��HWF�OLOR�FRQI
����LO�ILOH��HWF�VHUYLFHV
6L� RFFXSD� GHOOD� FRQYHUVLRQH �QRPH� VHUYL]LR� �� QXPHUR� SRUWD��� 6ROR� URRW� GHYH� DYHUH� LO�SHUPHVVR�GL�OHJJHUOR�>URRW�#�EDVWLRQ@��FKPRG������HWF�VHUYLFHVH�VLFFRPH�FDSLWD�GL�UDGR�GL�GRYHUFL�PHWWHUH�PDQR�OR�UHQGHUHPR�LPPXWDELOH�>URRW�#�EDVWLRQ@��FKDWWU��L��HWF�VHUYLFHV�
�����OH�ULVRUVH�XWHQWH
6H�YRJOLDPR�HYLWDUH�FKH�XQ�XWHQWH�VDWXUL� OH� ULVRUVH�GL�VLVWHPD�GREELDPR�DJLXQJHUH� LQ��HWF�VHFXULW\�OLPLWV�FRQI�
�KDUG�FRUH����SHU�QRQ�IDUJOL�FUHDUH�ILOH�FRUH�GL�GLPHQVLRQH�XJXDOH�D��
�KDUG�UVV�������SHU�OLPLWDUH�OD�PHPRULD�D�GLVSRVL]LRQH�D��0E
�KDUG�QSURF�����SHU�OLPLWDUH�LO�QXPHUR�GL�SURFHVVL�ODQFLDELOL�D���
�����GLUHFWRU\��HWF�UF�G�LQLW�G�
$QFKH�TXL�ELVRJQD�DVVLFXUDUVL�FKH�VRQR�URRW�DEELD�DFFHVVR�DJOL�VFULSW�TXLQGL�GLJLWHUHPR�>URRW�#�EDVWLRQ@��FKPRG��5������HWF�UF�G�LQLW�G�
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��LSFKDLQV
,O�FRPSLWR�GL�TXHVWD�JXLGD�q�TXHOOR�GL�IRUQLUH�JOL�VWUXPHQWL�EDVLODUL�SHU�SRWHU�FRQILJXUDUH�LSFKDLQV� R� LSWDEOHV� VHQ]D� VSLHJDUQH� DOOD� SHUIH]LRQH� OH� VXH� RS]LRQL�� SHU� TXHOOR� YL�ULPDQGLDPR�D����,3&+$,16��)LUHZDOO�D�OLYHOOR�UHWH�LQ�/LQX[��GHL�/LQX[�.QLJKWV�H��$SSXQWL�/LQX[�� )LUHZDOO� VHFRQGR� OD� JHVWLRQH� GHO� NHUQHO� /LQX[� ����
�� GL� 'DQLHOH� *LDFRPLQL��3UHQGHUHPR�TXLQGL�LQ�HVDPH�GXH�VFULSW��XQR�SHU�LVRODUH�GDOO
HVWHUQR�XQ�VLVWHPD�VWDQG�DORQH� HG� XQR� SHU� FRQGLYLGHUH� OD� FRQQHVVLRQH� DG� LQWHUQHW� GD� XQD� ODQ�� /H� PRGLILFKHYDQQR� IDWWH� DOOR� VFULSW� FDULFDWR� DOO¶DYYLR� GHO� VLVWHPD� SHU� LO� ILUHZDOOLQJ� �HV��HWF�UF�G�UF�ILUHZDOO�QHOOH�GLVWUR�/LQX[�0DQGUDNH�H�5HG�+DW��
4XHVWR�VFULSW�LVROD�LO�QRVWUR�SF�GDOO
HVWHUQR�H�FL�SHUPHWWH�GL�QDYLJDUH�LQ�LQWHUQHW�
#-----------------------------
# (C) Lance Spitzner 2000
#-----------------------------
#!/bin/sh
#
:input DENY
:forward ACCEPT
:output ACCEPT
-A input -s 0.0.0.0/255.255.255.255 -d 0.0.0.0/0.0.0.0 -j DENY
-A input -s 0.0.0.0/0.0.0.0 -d 255.255.255.255/255.255.255.255 -j DENY
-A input -s 0.0.0.0/0.0.0.0 -d 224.0.0.0/255.0.0.0 -j DENY
-A input -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -p 6 -j ACCEPT ! -y
-A input -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -p 17 -j ACCEPT -l
-A input -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -p 1 -j ACCEPT -l
-A input -s 0.0.0.0/0.0.0.0 -d 0.0.0.0/0.0.0.0 -j DENY -l

4XHVWR�LQYHFH�q�XQ�SR
�SL��FRPSOHVVR��SHUPHWWH�XQ�PDJJLRUH�FRQWUROOR�VXL�VHUYL]L�H�OH�SRUWH� SL�� GHOLFDWH�� O
DFFHVVR� D� VHUYL]L� FRPH LFT� H� IWS�� SHUPHWWH� DQFKH� O
DFFHVVR� DOOD�QRVWUD�PDFFKLQD�GDOOD�UHWH�ORFDOH�DOOD�TXDOH�VLDPR�FROOHJDWL��/R�VFULSW�q�FRPPHQWDWR�LQ�PRGR�GD�SHUPHWWHUH�XQD�IDFLOH�FRQILJXUD]LRQH�RQ�WKH�URDG�
#!/bin/sh
# ------------------valtellinux.it--2-0-0-1----------
#
# CopyLeft valtellinux.it
#------------------ D-i-s-c-l-a-i-m-e-r ------------------------------
#
# Questo script è fornito come esempio di base per lo sviluppo di un
# firewall basato su ipchains. E' distribuito senza garanzia alcuna,
# implicita od esplicita, riguardo qualsiasi situazione derivante dal
# suo utilizzo.
#
#---------------------------e-n-d---o-f---d-i-s-c-l-a-i-m-e-r---------
#
# RICORDA questo script logga in /etc/log/messages - /etc/log/syslog
#
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# Le variabili in MAIUSCOLO vanno adeguate alla tua rete
#
DAINTERNO="eth0"
RETEINTERNA="192.168.1.0/24"
IPQUESTOBOX="192.168.1.1"
LOOPBACK="lo"
BCAST_S="0.0.0.0"
BCAST_D="255.255.255.255"
DAESTERNO="ppp0"
RETEESTERNA="0.0.0.0/0"
IPESTERNO="0.0.0.0"
#
# Localizza ipchains
IPCHAINS="/sbin/ipchains"
#
# ----------------------------------------S-T-A-R-T-------------
## Annulla tutte le regole precedenti.
#
$IPCHAINS -F
## Blocca tutti i transiti
$IPCHAINS -P imput DENY
$IPCHAINS -P output REJECT
$IPCHAINS -P forward REJECT
#------------------------------altre-opzioni-e-fix------------v-t-x-
# Abilita IP Forwarding, se non è già stato fatto
echo 1 > /proc/sys/net/ipv4/ip_forward
# Abilita la protezione da TCP SYN Cookie
echo 1 > /proc/sys/net/ipv4/tcp_syncookies
# Abilita la protezione per il defragging
echo 1 > /proc/sys/net/ipv4/ip_always_defrag
# Abilita la protezione per broadcast echo
echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts
## Cosi il sistema non risponde al ping
echo 1 > /proc/sys/net/ipv4/icmp_echo_ignore_all
# Abilita la protezione per bad error message
echo 1 > /proc/sys/net/ipv4/icmp_ignore_bogus_error_responses
# Abilita la protezione per IP spoofing
for f in /proc/sys/net/ipv4/conf/*/rp_filter; do
echo 1 > $f
done
# Disabilita accettazione ICMP Redirect
for f in /proc/sys/net/ipv4/conf/*/accept_redirects; do
echo 0 > $f
done
for f in /proc/sys/net/ipv4/conf/*/send_redirects; do
echo 0 > $f
done
# Disabilita i pacchetti Source Routed
for f in /proc/sys/net/ipv4/conf/*/accept_source_route; do
echo 0 > $f
done
# Logga o pacchetti Spoofed, Source Routed e Redirect
for f in /proc/sys/net/ipv4/conf/*/log_martians; do
echo 1 > $f
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done
# Moduli necessari per mascherare i relativi servizi
/sbin/modprobe ip_masq_ftp
# /sbin/modprobe ip_masq_vdolive.o
# /sbin/modprobe ip_masq_quake.o
# ------------------------------------fine-altre-opzioni-------------
#
## Permette le connessioni ad interfaccia LOOPBACK
#
$IPCHAINS -A input -i $LOOPBACK -j ACCEPT
#
$IPCHAINS -A output -i $LOOPBACK -j ACCEPT
#
## Abilita connessioni rete interna - firewall
#
ipchains -A input -i $DAINTERNO -s $RETEINTERNA -j ACCEPT
ipchains -A output -i $DAINTERNO -d $RETEINTERNA -j ACCEPT
#
## IP MASQUERADING ################
#
## Maschera tutti gli IP interni che vanno all'esterno
$IPCHAINS -A forward -i $DAESTERNO -s $RETEINTERNA -j MASQ
#
##
# Rifiuta pacchatti 'spoofed' che pretendono di essere esterni
ipchains -A input -i $DAESTERNO -s $IPQUESTOBOX -j DENY -l
#
## Qui si specificano le porte da bloccare
## gli eventuali pacchetti bloccati sono loggati
## NetBEUI
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 139 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 139 -l -j DENY
## MS-SQL
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 1433 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 1433 -l -j DENY
## NFS
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 2049 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 2049 -l -j DENY
## postgresSQL
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 5432 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 5432 -l -j DENY
## Blocca le connessioni X11disp:0-:2-
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 5999:6003 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 5999:6003 -l -j DENY
## SOCKS
$IPCHAINS -A input -i $DAESTERNO -p tcp -s 0/0 -d 0/0 1080 -l -j DENY
$IPCHAINS -A input -i $DAESTERNO -p udp -s 0/0 -d 0/0 1080 -l -j DENY
## Blocca Traceroute in entrata
$IPCHAINS -A input -i $DAESTERNO -p udp \
-s 32769:65535 -d 33434:33523 -l -j DENY
## Apre Porte non privilegiate
#
$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 1023:65535 -j ACCEPT
$IPCHAINS -A input -p udp -s 0/0 -d 0/0 1023:65535 -j ACCEPT
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#
#
## SERVIZI DI BASE
# Se hai specificato i servizi in /etc/services puoi usare quelli
# senza specificare il numero della porta.
# ftp
$IPCHAINS -A output -p tcp -s 0/0 -d 0/0 21 -j ACCEPT
# ssh
$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 22 -j DENY
# telnet
#$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 23 -j ACCEPT
# smtp
$IPCHAINS -A output -p tcp -s 0/0 -d 0/0 25 -j ACCEPT
# DNS
$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 53 -j ACCEPT
$IPCHAINS -A input -p udp -s 0/0 -d 0/0 53 -j ACCEPT
# http
$IPCHAINS -A output -p tcp -s 0/0 -d 0/0 80 -j ACCEPT
# POP-3
$IPCHAINS -A output -p tcp -s 0/0 -d 0/0 110 -j ACCEPT
# indentd
#$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 113 -j ACCEPT
# https
#$IPCHAINS -A input -p tcp -s 0/0 -d 0/0 443 -j ACCEPT
#
# IRC
#
$IPCHAINS -A input -i $DAESTERNO -p tcp ! -y -s 0/0 6667 \
-d $IPQUESTOBOX 1024:65535 -j ACCEPT
$IPCHAINS -A output -i $DAESTERNO -p tcp -s $IPQUESTOBOX 1024:65535 \
-d $ANYWHERE 6667 -j ACCEPT
## ICMP---------------------------------------------------------
#
#
# Abilita ICMP in entrata
$IPCHAINS -A input -i $DAESTERNO -p icmp -s 0/0 -d 0/0 -j ACCEPT
$IPCHAINS -A input -i $DAINTERNO -p icmp -s 0/0 -d 0/0 -j ACCEPT
# Abilita ICMP in uscita
$IPCHAINS -A output -i $DAESTERNO -p icmp -s 0/0 -d 0/0 -j ACCEPT
$IPCHAINS -A output -i $DAINTERNO -p icmp -s 0/0 -d 0/0 -j ACCEPT
#
################### REGOLE DI DEFAULT
# Se un pacchetto è sfuggito alle regole di sopra,
# viene filtrato dalle seguenti
##
$IPCHAINS -A input -j DENY
$IPCHAINS -A output -j ACCEPT
$IPCHAINS -A forward -j DENYscarica lo script4XHVWR�VFULSW��ULHODERUDWR�SDUWHQGR�GD�DOWUL�SURSRVWL�VXO�ZHE��GRYUHEEH�UDSSUHVHQWDUH�XQ�EXRQ�PRGHOOR�GL�SDUWHQ]D�SHU��PHWWHUH�LQ�VLFXUH]]D��OD�SURSULD�UHWH��6H�DYHWH�ELVRJQR�GL�XQ� XOWHULRUH� DLXWR� SHU� FRQILJXUDUH� LSFKDLQV�� VX�KWWS���ZZZ�OLQX[�ILUHZDOO�WRROV�FRP�OLQX[��SRWUHWH�FUHDUH�RQ�OLQH� OR�VFULSW�FKH�PHJOLR�VL�DGDWWD�DOOD�YRVWUD�UHWH��0U�6KDUN�SURSRQH�
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QHO�VXR�4XLFN&RQILJ+RZ7R�XQR�VFULSW�SHU�LSFKDLQV�PROWR�LQWHUHVVDQWH�H�FRPPHQWDWR�LQ�LWDOLDQR��GDWHJOL�XQ¶RFFKLDWD�VX�KWWS���PUVKDUN�VRXUFHIRUJH�QHW�THFKRZWR�ILUHZDOO�KWPO�4XL�SRWHWH�WURYDUH�XQR�VFULSW�FUHDWR�GD�.XUG�FKH�SHUPHWWH�GL�FRQILJXUDUH�LSWDEOHV�VX�VL�XQ�VLVWHPD�OLQX[�VWDQGDUG��KWWS���P\�QHWILOWHU�VH��6H�DYHWH�VXJJHULPHQWL�SHU�PLJOLRUDUH�JOL�VFULSW�H�R�DJJLXQJHUH�QXRYH�IHDWXUHV�VFULYHWH��L�FRPPHQWL�H�OH�FULWLFKH�VRQR�EHQ�DFFHWWL�3�6��5LFRUGDWHYL�GL�GDUH�L�SHUPHVVL�GL�HVHFX]LRQH�DOOR�VFULSW��HWF�UF�G�UF�ILUHZDOO����
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��LQHWG�H�7&3�:UDSSHUV�
����LQHWG
LQHWG�q�LO�GHPRQH�VXSHUYLVRUH�GHL�VHUYL]L�GL�UHWH��VL�PHWWH�LQ�DVFROWR�VXOOH�SRUWH�VWDELOLWH�HG� DYYLD� LO� GHPRQH� GHO� VHUYL]LR� FRUULVSRQGHQWH� TXDQGR� ULFKLHVWR�� SHUPHWWH� LQROWUH� GL�FRQWUROODUQH�OH�ULFKLHVWH�ILOWUDQGROH�DWWUDYHUVR�ZUDSSHU�FRPH�WFSG��, SDVVL�SHU��VLVWHPDUH��TXHVWR�GHPRQH�VRQR�VRVWDQ]LDOPHQWH�TXHVWL�� FDPELDUQH�L�SHUPHVVL�D������>URRW�#�EDVWLRQ@��FKPRG������HWF�LQHW�FRQI
� FRQWUROODUH�FKH�VROR�URRW�YL�DEELD�DFFHVVR��>URRW�#�EDVWLRQ@��VWDW��HWF�LQHW�FRQI
� HGLWDUH� �HWF�LQHW�FRQI�� FRPPHQWDUH� WXWWH� OH� OLQHH� ����� ULDYYLDUH� LO� GHPRQH�� >URRW� #�EDVWLRQ@��NLOODOO��+83�LQHWG� UL�DELOLWDUH�L�VHUYL]L�FKH�FL�VHUYRQR��DJJLXQJHQGR�R�PHQR�XQ�ZUDSSHU�H�ULDYYLDUOR�GL�QXRYR�
� UHQGHUH�LO�ILOH�LPPXWDELOH��>URRW�#�EDVWLRQ@� FKDWWU��L��HWF�LQHW�FRQI�
����73&�FKH"
,O�ZUDSSHU�q�XQ�SURJUDPPD�FKH�VL�RFFXSD�GL� ILOWUDUH�� LQ�PRGR�GHO� WXWWR� WUDVSDUHQWH�� OH�ULFKLHVWH� IDWWH� DG� XQ� TXDOVLDVL� VHUYL]LR� GL� UHWH� DWWLYR� VXO� QRVWUR� VHUYHU�� ORJJDQGROH� �VH�VSHFLILFDWR��DWWUDYHUVR�LO�GHPRQH�V\VORJG��
����$�FRVD�VHUYH"
,O� FRPSLWR� SULQFLSDOH� GHO� ZUDSSHU� FRQVLVWH� QHO� ILOWUDUH� H� PRQLWRUDUH� JOL� DFFHVVL� DG� XQSDUWLFRODUH� VHUYL]LR�� $OO
LQVWDXUD]LRQH� GHOOD� FRQQHVVLRQH� LO� GHPRQH� WSFG� LQWHUFHWWD� OD�FKLDPDWD� DO� VHUYL]LR� H� GHFLGH�� TXDORUD� OD� ULFKLHVWD� QRQ� YDGD� UHVSLQWD�� VH� LQVWUDGDUOD�YHUVR�LO�VHUYL]LR�ULFKLHVWR��YHUVR�XQR�VFULSW�R�YHUVR�XQD�WUDSSROD�/
DFFHVVR�SXz�HVVHUH�ILOWUDWR�D�VHFRQGD�GHO�VHUYL]LR��GHOO
KRVW�FKH�OR�ULFKLHGH�R�LQ�EDVH�DG� XQD� FRPELQD]LRQH� GHOOH� GXH� FRVH�� 8QD� FRQILJXUD]LRQH� DFFXUDWD� GHO� GHPRQH�SUHYLHQH�DQFKH�DWWDFFKL�GHO�WLSR��KRVW�DGGUHVV�VSURRILQJ��H��KRVW�QDPH�VSURRILQJ���
����)XQ]LRQDPHQWR�H�FRQILJXUD]LRQH�
,O�ZUDSSHU�SXz�HVVHUH�XVDWR� LQ�GXH�PRGL��VRVWLWXHQGROR�DO�GHPRQH�GHO�VHUYL]LR�FKH�VL�YXROH�PRQLWRUDUH��HYLWDQGR�FRVu�GL�PRGLILFDUH�OH�YDULH�FRQILJXUD]LRQL��PRGLILFDQGR�LO�ILOH�GL�FRQILJXUD]LRQH�GHO�VXSHUGHPRQH�LQHWG���HWF�LQHWG�FRQI��LQ�EDVH�DOOD�VLQWDVVL�
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QRPHBVHUYL]LR� VRFNHW� SURWRFROOR� IODJ� XWHQWHBGHPRQH� �XVU�ELQ�WFSG�GHPRQHBVHUYL]LRBPRQLWRUDWR�HYHQWXDOHBDOWURBIODJWHOQHW�VWUHDP�WFS�QRZDLW�URRW��XVU�VELQ�WFSG�LQ�WHOQHWG
$O� PRPHQWR� GHOOD� FRPSLOD]LRQH� GHL� VRUJHQWL� ULFRUGLDPRFL� GL� VSHFLILFDUH� OH� VHJXHQWL�RS]LRQL�
� '3$5$12,'SHU� YHULILFDUH� VH� O
DFFRSSLDWD� LS� � KRVW� GHOOD� ULFKLHVWD� IRUPXODWD� ULVSRQGH� DO� YHUR�� SHU��SUHYHQLUH�DWWDFFKL�GHO�WLSR�KRVW�QDPH�VSURRILQJ�
� '.,//B,3B237,216�SHU� YHULILFDUH� FKH� OD� PDFFKLQD� DOOD� TXDOH� VWLDPR� FRQFHGHQGR� OD� FRQQHVVLRQH� VLD�HIIHWWLYDPHQWH� TXHOOD� GHVLGHUDWD�� &RQ� TXHVWD� RS]LRQH� DWWLYDWD� LO� GHPRQH� ULILXWHUj� OH�FRQQHVVLRQL�FRQ�LO� IODJ�GL�VRXUFH�URXWLQJ�DWWLYDWR��GLIHQGHQGRFL�FRVu�GDJOL�DWWDFFKL��KRVW�DGGUHVV�VSURRILQJ���TXHVW
RS]LRQH�VSHFLILFDELOH�DQFKH�OLYHOOR�NHUQHO��
� '352&(66B237,216SHU�IDU�SURFHVVDUH�DO�GHPRQH�L�ILOHV�GL�FRQILJXUD]LRQH���HWF�KRVW�DOORZ�H��HWF�KRVW�GHQ\�
/D�VLQWDVVL�GHL�ILOHV�GL�FRQILJXUD]LRQH�GHO�GHPRQH�WFSG�q�PROWR�VHPSOLFH�6(59,=,2��&/,(17�>�(9(178$/(�6&5,37�'$�(6(*8,5(@
'RYH�SHU�6(59,=,2�VL�LQWHQGH�LO�QRPH�GHO�GHPRQH�FKH�VRYULQWHQGH�D�TXHO�GHWHUPLQDWR�VHUYL]LR��SHU�&/,(17�O
LQGLUL]]R�LS�GHO�FOLHQW��R�LO�QRPH�ULVROWR��H�OR�6&5,37�GL�VLVWHPD�FL�SHUPHWWHUj�GL�HVSDQGHUH�OH�QRVWUH�SRVVLELOLWj�GL�ORJJLQJ�R�GL�UHDOL]]DUH�XQD�WUDSSROD��3HU�LQGLFDUH�L�VHUYL]L�q�SRVVLELOH�XVDUH�L�FDUDWWHUL�MROO\�$//�H�/2&$/��PHQWUH�SHU�LQGLFDUH�XQD�OLVWD� GL� FOLHQW� DEELDPR�$//�� /2&$/��.12:�� 81.12:�H�3$5$12,'� ��'3$5$12,'�QHOOH�RS]LRQL� GL� FRPSLOD]LRQH���(;&(37��3HU�DYHUH�PDJJLRUL� LQIRUPD]LRQL�VXL�FDUDWWHUL�MROO\�ELVRJQD�OHJJHUH�OD�PDQ�SDJHV�KRVWVBDFFHV����
(6(03,�
�HWF�KRVWV�GHQ\$//�$//#$//�3$5$12,'1HJD�O
DFFHVVR�D�WXWWL�L�FOLHQW�H�FRQWUROOD�FKH�LS�� QRPH�KRVW�FRUULVSRQGDQR�
�HWF�KRVWV�DOORZ$//��/2&$/��������������������������3HUPHWWH�O
DFFHVVR�D�WXWWH�OH�PDFFKLQH�DSSDUWHQHQWL�DOOD�UHWH�����������PHQWUH�
VVKG���������������VHFXUH�YDOWHOOLQX[�LW3HUPHWWH�O
DFFHVVR�66+�DOO
KRVW�VHFXUH�YDOWHOOLQX[�LW�FRUULVSRQGHQWH�DOO
,3��������������
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LQ�WHOQHWG���$//#$//���VSDZQ����ELQ�PDLO� �V��&RQQHVVLRQH�WHOQHW�GD���D��X��DGPLQBPDLO���	0DQGD�XQD�PDLO�DOO
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3HU�FRQILJXUDUH�DO�PHJOLR�LO�IXQ]LRQDPHQWR�GHO�ZUDSSHU�SRVVLDPR�XVDUH�WFSGFKN�FKH�FL�SHUPHWWH�GL�YHULILFDUH�OD�FRUUHWWH]]D�GHOOD�VLQWDVVL�QHL�ILOHV�GL�FRQILJXUD]LRQH�R�WFSGPDWFK�FKH�FRQWUROOD�LO�FRUUHWWR�IXQ]LRQDPHQWR�GHOOH�UHJROH�LQ�HVVL�FRQWHQXWH��
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4XDQGR�GHVFULWWR�QHL�SDUDJUDIL�SUHFHGHQWL�PHWWH�LO�QRVWUR�VLVWHPD�DO�ULSDUR�GDJOL�DWWDFFKL�FODVVLFL� PD� SHU� HYLWDUH� TXHOOL� SL�� �FDWWLYL��� HVHJXLWL� WUDPLWH� L� YDUL� H[SORLW� ELVRJQD�DJJLRUQDUH� FRQWLQXDPHQWH� L� SURJUDPPL� D� �FRQWDWWR� FRQ� OD� UHWH�� FRPH� ELQG�� DSDFKH��LSFKDLQV�� VVK� HG� DOWUL�� $SSHQD� FRPSOHWDWD� O
LQVWDOOD]LRQH� H� OD� FRQILJXUD]LRQH� GL�LSFKDLQV�LSWDEOHV� SRVVLDPR� FROOHJDUFL� DO� VLWR� GHOOD� QRVWUD� GLVWULEX]LRQH� SUHIHULWD� SHU�VFDULFDUH�JOL�XOWLPL� XSGDWHV�GHL� YDUL� SDFFKHWWL��GDQGR� OD�SULRULWj�D�TXHOOL� FRQWUDVVHJQDWL��6LFXUH]]D���8UJHQWH���4XHVWL�L�OLQN�DOOH�VH]LRQL�6HFXULW\�	�8SGDWHV�GHOOH�PDJJLRUL�GLVWUR��
PDQGUDNH� KWWS���ZZZ�OLQX[�PDQGUDNH�FRP�HQ�XSGDWHV�UHGKDW� KWWS���ZZZ�UHGKDW�FRP�VXSSRUW�HUUDWD�FDOGHUD� KWWS���ZZZ�FDOGHUD�FRP�VXSSRUW�VHFXULW\�WXUEROLQX[� KWWS���ZZZ�WXUEROLQX[�FRP�VHFXULW\�GHELDQ� KWWS���ZZZ�GHELDQ�RUJ�VHFXULW\�VXVH� KWWS���ZZZ�VXVH�GH�HQ�VXSSRUW�VHFXULW\�
8QD�YROWD�FRPSOHWDWR�DQFKH�TXHVWR�SDVVR�SRVVLDPR�ILQDOPHQWH�FRQVLGHUDUH��VLFXUD��OD�QRVWUD�OLQX[�ER[�H�OD�UHWH�FKH�GLIHQGH��5LFRUGD�SHUz��4XHOOR�FKH�RJJL�q�VLFXUR�SRWUHEEH�QRQ�HVVHUOR�IUD�XQD�VHWWLPDQD����
����9LD�L�FRPSLODWRUL�
1RQ�LQVWDOODUH�L�FRPSLODWRUL�SHU�HYLWDUH�XQ
HYHQWXDOH�LQWUXVR�SRVVD�FRPSLODUH�GDOO
HVWHUQR�XQ�DOWUR�NHUQHO�R�XQ�DSSOLFDWLYR�FRQWHQHQWH�EDFNGRRUV�R�FRGLFH��PDOLJQR���
����,VFULYHUVL�DOOH�PDLOLQJ�OLVW�
/H�PDLOLQJ�OLVW�GHL�VLWL�VHFXULW\�UHODWHG�FRPH�SDFNHW�VWRUP�R�LQVHFXULW\�RUJ�VRQR�XQ
RWWLPD�IRQWH�GL�QRWL]LH�VXJOL�H[SORLW�H�L�SRVVLELOL�ULPHGL��WHQHUVL�DJJLRUQDWL�q�LPSRUWDQWH��
����ORJJLQJ��ILVLFR�
6WDPSDUH�L�ILOH�GL�ORJ�q�XQ�RWWLPR�VLVWHPD�SHU�FRQWUROODUH�OH�LQWUXVLRQL��8Q�DWWDFFDQWH�FKH�QRQ�YRJOLD� ODVFLDUH�WUDFFH�PRGLILFKHUj�VLFXUDPHQWH�L�QRVWUL� ILOH�GL� ORJ��VWDPSDQGROL�QRQ�DYUHPR�SL��TXHVWR�SUREOHPD��(GLWLDPR�TXLQGL��HWF�V\VORJ�FRQI�HG�DJJLXQJLDPR�DOOD�ILQH�DXWKSULY�
�PDLO�
�ORFDO��
�DXWK�
�GDHPRQ�LQIR��GHY�OS�SHU�UHQGHUH�HIIHWWLYH�OH�PRGLILFKH�>URRW�#�EDVWLRQ@���HWF�UF�G�LQLW�G�V\VORJ�UHVWDUW
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XWHQWH� URRW���4XL�SRWUDL�WURYDUH�XQ�PLQL�KRZ�WR�VXOOH�SDVVZRUG�HG�LO�SURJUDPPD�FUDFN��
����OD�SDVVZRUG�GHO�%,26
6H� QRQ� DEELDPR� SUREOHPL� GL� PDFFKLQD� VRJJHWWD� D� UHERRW�� SRVVLDPR� PHWWHUH� XQD�SDVVZRUG�G
DYYLR�D�OLYHOOR�ELRV��ULFRUGDQGRFL�GL�VHWWDUOD�DQFKH�SHU�O
RS]LRQH�VHWXS�H�FKH�PROWL� ELRV� KDQQR� SDVVZRUG� �XQLYHUVDOL��� QRQ� XVLDPR� TXHVWD� SDVVZRUG� FRPH� XQLFR�VLVWHPD�GL�GLIHVD�GHOOD�QRVWUD�PDFFKLQD�
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3DXO�5XVVHOO��/LQX[� ,3&+$,16�+2:72�Â�7HUU\�'DZVRQ��/LQX[�1(7���+2:72��/LQX[�1HWZRUNLQJ�Â�0DUN�*UHQQDQ��)LUHZDOOLQJ�DQG�3UR[\�6HUYHU�+2:72�Â�'DQLHOH�*LDFRPLQL��$SSXQWL�GL�LQIRUPDWLFD�OLEHUD�Â�/LQX[�.QLJKWV��)LUHZDOOV�Â�/DQFH�6SLW]QHU��$UPRULQJ�/LQX[��
��� 5LQJUD]LDPHQWL
3HU� OD� VWHVXUD� GL� TXHVWR� GRFXPHQWR� VL� ULQJUD]LDQR�� /DQFH� 6SLW]QHU� �� O¶LGHD� GL� TXHVWR�GRFXPHQWR�PL� q� YHQXWD� OHJJHQGR� LO� VXR� ³$UPRULQJ� /LQX[´�� L� /LQX[� .QLJKWV� SHU� LO� ORUR�VFULWWR�VX�)LUHZDOOV�	�7&3�:UDSSHUV��,DQ�+DOO�%H\HU�H�5REHUW�/��=LHJOHU�SHU�JOL�VFULSW�GL�FRQILJXUD]LRQH�GL�LSFKDLQV��
����'LVFODLPHU��&RS\ULJKW�	�/HIW���
4XHVWR�GRFXPHQWR�q�SXEEOLFDWR�VRWWR�OLFHQ]D�*18�)UHH�'RFXPHQWDWLRQ�/LFHQVH��VLHWH�OLEHUL� GL� ULSURGXUOR� LQ� RJQL� VXD� IRUPD� VHQ]D� GLVWRUFHUQH� LO� VLJQLILFDWR� H� PHQ]LRQDQGR�O¶DXWRUH� FKH� QRQ� YD� FRPXQTXH� ULWHQXWR� UHVSRQVDELOH� SHU� HYHQWXDOL� GDQQL� UHFDWL� GDO�FRQWHQXWR�GL� TXHVWH�SDJLQH��*OL VFULSW�H� OH�SURFHGXUH�GHVFULWWH�VRQR�SUHVHQWDWH�FRPH�EDVH� SHU� OR� VYLOXSSR� GL� XQ� SHUVRQDO�ILUHZDOO� H� IRUQLWH� ³FRVu�FRPH�VRQR´� VHQ]D� DOFXQD�JDUDQ]LD� LPSOLFLWD� RG� HVSOLFLWD� FLUFD� LO� ORUR� IXQ]LRQDPHQWR� R� LO� ULVXOWDWR� GHOOD� ORUR�DSSOLFD]LRQH��&RPPHQWL�� FRQVLJOL� H� FULWLFKH�FRVWUXWWLYH�VRQR�EHQ�DFFHWWL��7XWWL� L�PDUFKL�FLWDWL�DSSDUWHQJRQR�DOOH�ULVSHWWLYH�FRPSDJQLH�
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��LSFKDLQV
��LQHWG�H�7&3�:UDSSHUV����LQHWG����73&�FKH"����$�FRVD�VHUYH"����)XQ]LRQDPHQWR�H�FRQILJXUD]LRQH�
��3DUDQRLH�YDULH�����/¶DJJLRUQDPHQWR����QRQ�q�XQD�SDUDQRLD�����9LD�L�FRPSLODWRUL�����,VFULYHUVL�DOOH�PDLOLQJ�OLVW�����/RJJLQJ�³ILVLFR´����&UDNNDWL�OH�SDVVZRUG����/D�SDVVZRUG�GHO�%LRV
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mailto:ruggero@valtellinux.it
mailto:ruggero@valtellinux.it

